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[bookmark: _Toc462478989][bookmark: _Hlk154651783]Abstract of the contribution: This paper proposes solution for Key Issue #1.
1	Discussion
This paper is Key Issue #1 solution for identifying the Human User of a Subscription.
2	Proposal
It is proposed to include the following changes in TR 23.700-32 V0.1.0.

		* * * * Start of Changes * * * *
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[bookmark: _Toc93073650]		* * * * Next Change – All New Text * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398]6.X	Solution #X: Associating a User with a Subscription during the Registration Procedure
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]This solution addresses Key Issue #1 "Identifying the Human User of a Subscription".
[bookmark: _Toc157692400]6.X.2	Description
[bookmark: _Toc500949101]The principles of this Key Issue #1 solution are:
A User Identifier is made up of a Domain Identifier component and a Local Identifier Component.
The User Profile is stored in the UDR and the User Profile holds information about which subscriptions the user is linked to and default QoS parameters for the user’s traffic.
The user can be linked and unlinked to subscriptions based on requests from the AF (e.g. via the NEF).
During a Registration procedure, the UE can provide the user identifier and the AMF will check if the user identifier is linked to the subscription. The AMF will only allow slices that the UE is subscribed to and the user is authorized to access.
NOTE:	After registration, the user will be authenticated. How authentication takes place will be addressed as part of Key Issue #2.
Once a user is authenticated, the AMF will provide the user identifier to the SMFs that serve any PDU Session(s) of the UE. The SMF will obtain the user’s Default QoS parameters from the User Profile for the DNN / S-NSSAI combination. The SMF may consider the user’s Default QoS parameters when creating the QoS Rules, QoS Profile, and N4 Rules.
During PDU Session Establishment, the AMF will provide the user identifier to the SMF. The SMF will obtain the user’s Default QoS parameters from the User Profile for the DNN / S-NSSAI combination. The SMF may consider the user’s Default QoS parameters when creating the QoS Rules, QoS Profile, and N4 Rules.
 
6.X.2.1	User Identity 
The User Identity is made up of the following components:
-	A Domain Identifier which identifies a domain that is under the control of a Mobile Network Operator (MNO), and
-	A Local Identifier which identifies the user within the domain. The local identifier is managed by the Mobile Network Operator.
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966]6.X.2.1	User Identity Profile
A User Profile is stored in the UDR. 
A User Profile is initially created via O&M provisioning. 
A User Profile includes at least the following pieces of information.
· A User Identifier,
· 0 or more SUPIs which identity the subscriptions to which the User Profile is linked,
· DNN / S-NSSAI combinations that the user is authorized to access, and
· Default QoS parameters for each DNN / S-NSSAI combination the user is authorized to access (e.g. default values for the 5QI and the ARP and optionally, the 5QI Priority Level).
6.X.2.2	Updating the Content of the User Identity Profile
User Profile information is updated in the UDR by the UDM. The UDM invokes the Nudr_DM_Update service using a user identifier as a data key. 
The UDM supports an Nudm_UserIdentityProfile(UIP)_Modify service operation. Consumers of the Nudm_UIP_Modify service operation are at least the AF and NEF.
A request to link or unlink a User Identity and a SUPI may be issued by an AF or NEF by invoking the Nudm_UIP_Modify service operation. The UDM will authorize the request. If the request to link is authorized, the SUPI is stored in the User Identity Profile. The UDM authorizes the request based on local configuration and operator policy.
6.X.2.3	Reading the Content of the User Identity Profile
User Profile information is read in the UDR by the UDM. The UDM invokes the Nudr_DM_Query service using a user identifier as a data key.
The UDM supports an Nudm_UserIdentityProfile(UIP)_Get service operation. Consumers of the Nudm_UIP_Get service operation are at least the AF, AMF, and NEF.
A request to read information from a User Identity Profile may be issued by an AF, AMF, or NEF by invoking the Nudm_UIP_Get service operation. The UDM will authorize the request. If the request is authorized, the UDM will provide information from the User Identity Profile. The UDM authorizes the request based on local configuration and operator policy. 
This request can be invoked to check if a User Identifier is linked to a SUPI.

[bookmark: _Toc157692401]6.X.3	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967]
6.X.3.1	Linking and Unlinking



Figure 6.x.3.1-1: Registration to begin Association of a User to a Subscription
1. The AF sends a Link Request to the NEF. The request includes a User Identifier, a subscription identifier (e.g. a SUPI or External ID), and an indication of whether the request is to "link" or "unlink". 

2. The NEF invokes the Nudm_UIP_Modify service operation to send the "link" or "unlink" request to the UDM. If the UDM authorizes the request to "link", then the UDM forms the user identifier link by updating the User Profile to include the SUPI. If the UDM authorizes the request to "unlink", then the UDM deletes the user identifier link by updating the User Profile to remove the SUPI. The UDM responds to the service invocation by indicating if the "link" or "unlink" request was successful.

3. The NEF responds to the AF with an indication of whether the "link" or "unlink" request was successful.

6.X.3.2	Registration




Figure 6.x.3.2-1: Registration to begin Association of a User to a Subscription
1. The UE sends a Registration Request to the AMF as described in step 1 of the General Registration procedure of TS 23.502 [4] clause 4.2.2.2.2. The Registration Request includes a User Identifier. 

2. Steps 2 thru 14 of the General Registration procedure of TS 23.502 [4] clause 4.2.2.2.2 are executed.

3. The AMF invokes an Nudm_UIP_Get service operation, the service invocation includes the SUPI of the UE and the User Identity that was provided in the registration request. The response from the UDM indicates if the User Identity is linked to the SUPI. If the User Identity is linked to the SUPI, the response from the UDM also includes the S-NSSAI(s) that the user is authorized to access. The AMF will only allow slices if the user is authorized to access the slice.

4. Steps 15 thru 19 of the General Registration procedure of TS 23.502 [4] clause 4.2.2.2.2 are executed.

5. The AMF sends a Registration Accept message to the UE as described in step 20 of the General Registration procedure of TS 23.502 [4] clause 4.2.2.2.2. The Registration Accept message indicates if the User Identity is linked to the SUPI. At this point, the User Identity is not yet authenticated.

6. The User Identifier is authenticated. How the User Identifier is authenticated is based on key issue #2 solutions. As part of the authentication procedure, the UE is notified if the user was authenticated or not. If the UE is not authenticated, UE actions may be left to implementation. However, a UE implementation may send a new Registration Request (i.e. a Registration Request that includes no user identity). 
6.X.3.3	PDU Session Establishment





Figure 6.x.3.3-1: PDU Session Establishment when a User Identity is Already Associated with a Subscription
1. Steps 1-2 of the UE Requested PDU Session Establishment procedure as described in TS 23.502 [4] clause 4.3.2.2.1. 

2. The AMF invokes Nsmf_PDUSession_CreateSMConext as described in step 3 of the UE Requested PDU Session Establishment procedure. If there is already a user identifier active with the UE’s subscription, the AMF sends the user identifier to the SMF. 

3. The SMF queries the UDM/UDR and obtains the Default QoS parameters from the User Profile for the DNN / S-NSSAI combination. The SMF may consider the user’s Default QoS parameters when creating the QoS Rules, QoS Profile, and N4 Rules.

4. Steps 4-21 of the UE Requested PDU Session Establishment procedure as described in TS 23.502 [4] clause 4.3.2.2.1. 

6.X.3.4	PDU Session Modification


Figure 6.x.3.4-1: PDU Session Modification when a User Identity is authenticated to be Associated with a Subscription

1. When a user had been authenticated and is active with the UE’s subscription, the AMF invokes Nsmf_PDUSession_UpdateSMContext to notify the SMF that the UE’s registration is now associated with a User Identifier.
NOTE:	How the user identifier is authenticated and how the AMF is notified that the user identifier has been authenticated is part of Key Issue #2 solutions.

2. The SMF queries the UDM/UDR and obtains the Default QoS parameters from the User Profile for the DNN / S-NSSAI combination. The SMF may consider the user’s Default QoS parameters when creating the QoS Rules, QoS Profile, and N4 Rules.


3. Steps 2-19 of the Network Requested PDU Session Modification procedure as described in TS 23.502 [4] clause 4.3.3.2. 

[bookmark: _Toc157692402]6.X.4	Impacts on services, entities and interfaces
UE:
· Provides the user identifier during registration.
AMF:
· Reads information from the User Profile by invoking a UDM Service.
UDM:
· Authorizes requests from an AF to (un)link a user to a subscription.
UDR:
· Stores the User Profile.
NEF:
· Processes requests from the AF to (un)link a user to a subscription. 
SMF:
· Receives a user identifier from the AMF for a PDU Session.
· Reads the user’s Default QoS parameters from the UDM/UDR.


* * * * End of Changes * * * *
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